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Standardization

Perception



Bureaucracy



Slowliness



Political games



SCS Standardization

1. We have a mission



One platform - standardized, 
built and operated by many.



Sovereign Cloud Stack Mission

Open and federated infrastructure for industry, science, and administration



Digital Sovereignty & SCS Certification

1: Compliance with regulation  (GDPR)

2: Choice between many operators, in-
sourcing option (on-premise)

3: Technological Transparency and 
ability to contribute and shape

4: Operational Transparency and 
accessible Knowledge (Skill building)

Levels of digital sovereignty SCS Certification Level

1: (Not SCS-specific): ENISA/Gaia-X labels & 
legal rules

2: “SCS-compatible” – technical compatibility 
(conformity tests from CNCF, OIF, SCS)

3: “SCS-open” – SBOM for functional stack 
available and all openly developed OSS (4 
Opens)

4: “SCS-sovereign” – Ops/IAM stacks are 
OSS; transparency on monitoring and 
incidents, contribution to Open Operations 
(5 Opens)

-



Sovereign Cloud Stack Deliverables

2
Modular Open Source
Reference Implementation

1
Certifiable Standards

3
Accessible
operational knowledge



SCS = an open, federated, virtual Hyperscaler

Federate
public,
private, &
community
SCS clouds

- standards
- IAM
- networked



SCS Standardization

2. We treat it like Open Source 
Software development



Open, community-driven process

Discussions w/ 
upstream and with 
CSPs & customers

Github:
● Issues
● PRs w/ reviews

Bi-Weekly 
VideoConf
(on SCS public 
calendar)
● For non-obvious 

decisions 



Process description



SCS Standardization

3. Sync with Reference Implementation



SCS Architecture (Software/Ref.Impl.)
Standardization aligned with Ref.Impl. Architecture

IAMOps

IaaS

KaaS

PaaS FS

SCS Platform Services (PaaS) are planned
Hardware and Federation Services not part of SCS software
KaaS = Kubernetes as a Service

Workload



Implementation experts = Standardization experts



SCS Standardization

4. Compliance test development



Continuous compliance check (github)

PASSED

Testing is an 
unprivileged 
operation

● We do it 
(automated)

● Operators do it
● Users can do it



Continuous compliance check (zuul)



SCS Standardization

Results



Existing Standards



SCS standards: IaaS

Legend:
✓✓✓: Standard-
ized, required, 
tested

✓✓: Standard-
ized, required

✓: ADR/ Draft 
standards

( ): ✓ Only in ref. 
implementation

Goals:
● Make IaC tooling (Terraform/OpenTofu, Ansible, OpenStack SDK+CLI) work across SCS IaaS
● Ensure SCS Cluster Stacks (CAPO w/ Cluster Classes and Cluster-Stack Operator) work across SCS IaaS
● Ensure Security and QoS

Topics:
● Base on upstream OpenStack InterOp work (OpenStack powered Compute) ✓✓
● Flavor naming, properties, standard flavors ✓✓✓
● Images, image handling, metadata ✓✓✓
● VM Entropy ✓✓✓
● Virtual network model (local networks, external network access, security groups) (✓)
● DNS and NTP service (✓)
● Domain-manager persona (self-service capability) ✓
● Volume types (redundancy, encryption, performance) ✓
● Loadbalancer availability and requirements (✓)
● Meaning of AZ and Regions (✓)



SCS standards: KaaS

Goals:
● Ensure k8s clusters behave in defined ways
● Ensure Security and QoS

Topics:
● Base on upstream CNCF E2E conformance tests ✓✓✓
● K8s patch availability (version recency) ✓✓✓
● CNI (w/ network policies) (✓)
● CSI (storage classes and properties) (✓)
● LoadBalancer (for optional ingress/gateway API) (✓)
● Node distribution (anti-affinity) ✓✓
● Metrics service (opt-out) (✓)
● Container registry (opt-in) (✓)
● Cluster-Management / GitOps => Separate KaaS Cluster Mgmt Standard



SCS standards: Ops, IAM

Goals:
● Ensure transparency over Operational Properties
● Ensure federatability

Topics:
● Health status (both IaaS and KaaS) (✓)
● Status page (✓)
● Identity federation IaaS & KaaS → ID Broker (OIDC) (✓)
● Identity federation Broker → External (OIDC/SAML) (✓)



Standard conformity and transparency

Daily 
updated 
standard 

conformity 
result
(here:

IaaS SCS-
compatible)

OpenStack
Health

Monitor
dashboard:

Public 
realtime 

monitoring
of errors and 
performance



Adoption

OpenStack 
IaaS using SCS 
reference 
implementation

OpenStack 
IaaS using 
independant 
implementation

SCS standards used in 
DVC, S-H, ZenDiS, ...

FITKO PoC (OSBA) for 
provider switch

OSBA Forum SCS 
Standardization

Considerations behind 
SCS standards in 
govstack UN initiative



SCS Summit May 2024



+BASF

+TLRZ

Existing SCS
operator

Future SCS
operator

SCS compat Impl. Partner

Upcoming:



https://scs.community/


