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Ubersicht & Definition

Infrastrukturplattformen...

...im Kontext der Digitalen Souveranitat




Digital Souverane Infrastrukturplattformen

 Politischer Begriff, ca. Frihjahr/Sommer 2019

- ,Strategische Marktanalyse zur Reduzierung von
Abhangigkeiten von einzelnen Software-Anbietern”

- ,Risiko einer wachsenden Technologieabhingigkeit der Offentlichen
Verwaltung”

- ,Daraus resultiert dringender Handlungsbedarf hinsichtlich einer
grundlegenden Veranderung in der IT"

Abrufbar unter:

https://www.cio.bund.de/SharedDocs/Publikationen/DE/Aktuelles/2019091 9_strate%ische_marktana
lyse.html;jsessionid=3D38A49B8010695832F43605C510E41B.2_cid322?nn=462390
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https://www.cio.bund.de/SharedDocs/Publikationen/DE/Aktuelles/20190919_strategische_marktanalyse.html;jsessionid=3D38A49B8010695832F43605C510E41B.2_cid322?nn=4623908
https://www.cio.bund.de/SharedDocs/Publikationen/DE/Aktuelles/20190919_strategische_marktanalyse.html;jsessionid=3D38A49B8010695832F43605C510E41B.2_cid322?nn=4623908

Digital Souverane Infrastrukturplattformen

N Abhingigkeitsfaktoren 'f Schmerzpunkte

ErZEUEn resulbiert n
Eingaschrankie
Fanduchalt Informationssicherheit
______________________ Software-Anbieter R D e T S Y B i
Abhangigkeit Rechtliche
FTGERES Unsicherhedt
+  Software
Personal + Support Unkontrollierbare
Kosten
—————————————————————— +  Okosystem o et e e e
Eingeschrankie
Vartrag Flexibilitat
Markt Framdgesteuarte

Innovation

Abbildung 2: Rahmenwerk zur Bewertung der Abhangigkeitsfaktoren und Schmerzpunkte

Abrufbar unter:

https://www.cio.bund.de/SharedDocs/Publikationen/DE/Aktuelles/2019091 9_strate%ische_marktana
lyse.html;jsessionid=3D38A49B8010695832F43605C510E41B.2_cid322?nn=462390
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https://www.cio.bund.de/SharedDocs/Publikationen/DE/Aktuelles/20190919_strategische_marktanalyse.html;jsessionid=3D38A49B8010695832F43605C510E41B.2_cid322?nn=4623908
https://www.cio.bund.de/SharedDocs/Publikationen/DE/Aktuelles/20190919_strategische_marktanalyse.html;jsessionid=3D38A49B8010695832F43605C510E41B.2_cid322?nn=4623908

Souveranitat - die Abhangigkeit der Unabhangigkeit

» Es gibt viele, sehr unterschiedliche Definitionen...
 ...alle haben ihre Berechtigung!

Souveranes Handeln

Gesellschaft

Burger Parlament, Regierung

Offentlicher Verwaltung
Unternehmen
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Souveranitat - die Abhangigkeit der Unabhangigkeit

» Digitale Souveranitat |= Digitale Autarkie (pigitaler Nationalismus)

Digitale Souveranitat
bedeutet die Wahlfreiheit zu haben

* Mdglichkeit zwischen verfligbaren Optionen

« ,Ein Losungsansatz zur Reduktion von Abhangigkeiten ist der Einsatz
alternativer (insb. Open-Source-basierter) IT-L6sungen*”

Abrufbar unter:

https://www.de.digital/DIGITAL/Redaktion/DE/Digital-Gipfel/Download/2019/digitale-souveraenitaet.
pdi?__blob=publicationFile&v=3

Kurt Garloff 8
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https://www.de.digital/DIGITAL/Redaktion/DE/Digital-Gipfel/Download/2019/digitale-souveraenitaet.pdf?__blob=publicationFile&v=3
https://www.de.digital/DIGITAL/Redaktion/DE/Digital-Gipfel/Download/2019/digitale-souveraenitaet.pdf?__blob=publicationFile&v=3

Digitale Souveranitat bedeutet Wahlfreiheit

Ein offenes Okosystem amewory alSs
Fundament fur Digital Souverane Losungen
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gaia-X
Vorstellung weiterer Schritte: Mai 2020

o
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Corona-Pandemie als Katalysator

Ganz gut: Homeoffice & New Work

MaRig: Bildung & Gesundheitswesen

Deutschland ist beim Einsatz und Ausbau zurlickgefallen

. Mol Organisat Biirokrat

Wahrnehmung & Handlungsbedarf

Kurt Garloff
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Warum SCS? - Uberleitung

« Offene & Foderierte Plattformen

« Standard fiir ein lebendiges Okosystem

« Container Monitoring, 1aC, Cl Installationsautomatisierung

* Mitglied der ersten Stunde

2 3|Technologies B" Sigh ermactow i A

citynetwork L datapért —dilossacon

Sanicib @ gridscale A i ACLANLE
E 0OX V¥ OVHcloud plusseryer SPRIN-D
% Z Stackable Stack il -- i Ll
Kurt Garloff 11
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So let’s build a new one!
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Status Quo & Cloud Stack vision

Hyperscalers dominate the cloud market

* Dependencies (economic, strategic, legal challenges) — digitization barrier
* Centralized control over platforms and data access

* Control and Value creation outside Europe

Open Source Building blocks available for alternatives

* Many mostly disconnected efforts in many companies, research institutes and some CSPs to
build & run their own stacks

* Operating such a dynamic distributed platform well is very hard

* Every team solves curation, integration, testing, automation, certification, operations on their
own (duplicated efforts)

* Many somewhat incompatible disconnected offerings, don’t sum up to a viable alternative

Sovereign Cloud Stack creates a network of many of these teams

* Define and implement the stack together as open source (in an open community process) and
also tackle operational topics together (“Open Operations”)

* Certifiable standardized interfaces

* Make it easy for users to federate clouds




Gaia-X Conceptual Map

DatalECOSYSTems

1 - [ 1 = 1

Advanced Smart Services

(Cross-) Sector Innovation

Data Spaces

EU Data Strategy Feb, 20" &
structure of W51 working groups
Ontologies & API: Industry groups

industrial Green Deal mobility financial energy agriculture

public i:':;: health skills

Identity & Trust Sovereign Data Exchange

GAIA-X Federation services
Federated & distributed for
interoperability

Trust & Sovereignty services

Catalogue of

Provider, Nodes & Services Compliance

Portability & Interoperability
No Lock-In, Transparency

Technical: Architecture of Standards
Commercial: Policies

Ne |[vork/
Inte  Zonn.
Pre | iders

Sector
specific

Compliance
Legal: Regulation & Policies
Infrastructure Ecosystem

(Hardware) Infrastructure OWpk

Source: (w/o frames)

User
(Hubs)

FS/OSS
GXFS

Provider

OSBRs™ o
ALLIANCE

11111111111 eV.

Sovereign
emmanarasie Cloud Stack

Gaia-X's mission is to
strengthen digital sovereignty
for business, science,
government and society by
empowering the development
of innovation ecosystems.
Digital sovereignty means
that these individuals,
organizations and
communities stay in complete
control over stored and
processed data and are
enabled to decide
independently who is
permitted to have access to it.

https://www.data-infrastructure.eu/GAIAX/Redaktion/EN/Publications/gaia-x-the-european-project-kicks-of-the-next-phase.pdf?__blob=publicationFile&v=7



SCS Goals & Vision

Standardization

* Of the offered interfaces (compatibility for users)

* Operator - Focus: Configuration, Operations Tooling, Continuous Ops Processes

* Create scale advantages for all

Certification

* Verifiable Compatibility/Interoperability, Quality, Security

Transparency

*  Completely Open Source Software, Open Community, Open Design and Development
*  Open Ops: Configuration, Operational Processes and Operations Knowledge (new!)
*  GAIA-X Self-Descriptions

Sustainability

* Long-term existence of SCS

*  Contribute back to existing upstream projects

e Efficient usage of resources

Federation

* Network of federated, compatible providers is better than monolithic structure

* Allows for specialization and differentiation

=> Relevance as one federated platform

D SB OpenSource G
Business
Sovereign

wimndenstetives Cloud Stack
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SCS project status gaiax

Organization

* Project team started in early 2020 with SPRIN-D funding

* Part of GAIA-X (WS2/SWG 1.4 = GAIA-X (Open) Work Package SCS under TC Provider WG) conicus

* BMWi funding (14.9M€ granted on 2021-06-30 to OSB Alliance e.V., hosting the team to coordinate 4 unlvennong Stackable
partners) be open

* Homepage (https://scs.community/), source code on github/SovereignCloudStack Stack Ene X?

* Lined up ~25 engineers (growing) from partners regularly contributing code/artifacts, weekly sprints @ gridscale st pErE

Standardization & Ecosystem

*  Working with existing providers: Betacloud Solutions, PlusServer, CityNetwork, T-Systems,
Cloud&Heat, gridscale, StackHPC, OVH, IONQS, intel, HiSolutions ...

*  Working with industry (private clouds @ e.g. automotive, HPC)

* Working with public sector IT providers (DVS, dataport, BWI, ... - Germany)

Implementation

* See releases (next slide)

Transparency & Certification

* GAIA-X self descriptions created 11/2020 (rudimentary) - working with SD group on improving
* TBD: Convert chosen standards (all open source!) into automated standards compliance tests

W9 OVHcloud olls = =
citynetwork

plusseryer

* g @

«280o®

89588 BETACLOUD
oge

OSBsthe:"

Bundesverband fur digitale Souveranitat e.V.



https://scs.community/
https://github.com/SovereignCloudStack
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Releases
* Release 0: (2021-07-14)
* Fully automated Infra, laaS, Ops automation (Cl/CD, Monitoring, Patching), local IAM
* Technical Preview for Container Stack (k8s cluster API, incl. CNI/CSI, helm)
* Release 1:(9/21)
* Container Stack in production quality, container registry
* Federation (OIDC, SAML)
* Half-yearly releases (3/22, 9/22, 3/23, 9/23, 3/24, 9/24):.

* Multi-region setups, Security scanning, Security Certifications, Cl coverage (for daily updates!), Compliance test coverage
(automated certification), SSI/DID federation, X-Cloud Orchestration, Service Mesh, ...

Adoption
* Public Clouds: Betacloud Solutions (2020), PlusCloud Open (12/2020), ....
* Industry Partners: (Automotive, Commerce, ...)
* Public Sector: DVS - looking for pilot / PoC partners
Ecosystem
* Building skilled support, implementation, training partners
* Platform services on top of well-defined SCS standards
SCS-2: Edge (project proposal WIP)
* Even smaller simplified stacks (limited multitenancy), but w/ special acceleration / realtime requirements
SCS-3: PaaS&Dev (project proposal WIP)
Integrate set of Platform services and Dev Tooling into standard SCS base = CS
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How does it look? (Customer perspective

File Edit View History Bookmarks Tools Help

= Dashboard - Usage — OSISM Zonen-Opc X W testbed-man. ® Problem loac @ Problem loac @ Problem loac - Device Roles @ Problem loa @ Welcome to @ Create index ® ara | Playbo:
« > Cc @ O @ 192.168.16.9/project/dnszone 0% 7% (SIS
£ Most Visited M Garloff-Cloud = Files SCS ¢ CoYo [JJ BMWi- GAIA-X &» GAIA-X Core - Gitlab |- PlusServer | Login  githubSCS 4 OSBAOwncloud @ Murals — SKK-BN % FRITZIBox v LBAUAS > [ Other Bookmarks.
T3 openstack. = admin~ & admin =
Bk S Conte testcluster-admin@testcluster
Projekt / DNS / Zoner Cluster: testcluster
API Zugriff User testcluster-admin
K9s R 0.23.3 [21498]
Compute > DNS Zones K8s Rev: v1.20.9
er Infra >
Netzwerk > 2 Pods( )[23]
- NAMESPACE NAME PF READY RESTARTS STATUS
DNS o 0 Eintréige werden angezeigt capi-kubeadm-bootstrap-system capi-kubeadm-bootstrap-controller-manager-5cc9cff4c7-gb8gn e 2 ® Running
S T . capi-kubeadm-control-plane-system capi-kubeadm-control-plane-controller-manager-db4f74598-62vtg ® Running
m il e tatus capi-system capi-controller-manager-6c4f5d4ff4-mdrsz ® Running
Keine Einirage zum Anzeigen. capi-webhook-system capi-controller-manager-7c6cb974cc-bxf8n @ Running
Reveize DNE capi-webhook-system capi-kubeadm-bootstrap-controller-manager-7c69f8ff5bh-wlvps ® Running
PE— N 0 Eintrége werden angezeigt capi-webhook-system capi-kubeadm-control-plane-controller-manager-f65c4c87c-ntqghq @ Running
- - i capo-controller-manage 4619999c 2jrk © Running
Administrator > capo-system capo-controller-manage b948766-2xb56 0 Running
cert-manager cert-manager-56b88dc89-441dg Running
Identitat > cert-manager cert-manager-cainjector-755fb6b5fb-9xqgq Running
cert-manager cert-manager-webhook-76b9bb6f69-1gj2p Running
Cluster > kube-system coredns-6955765f44-7nc89 Running
kube-system coredns-6955765f44-q9s7s Running
kube-system csi-cinder-controllerplugin-0 Running
- 0s152-kurt 0:0:bash - "linux@os152-|

kube-system csi-cinder-nodeplugin-pmx48
kube-system etcd-kind-control-plane
kube-system kindnet-g4qp2

Running
Running
Running
Running
Running
Running
Running
Running
Running

~

kube-system kube-apiserver-kind-control-plane
kube-system kube-controller-manager-kind-control-plane
kube-system kube-proxy-dkx4z

kube-system kube-scheduler-kind-control-plane
kube-system openstack-cloud-controller-manager-2vqjs
local-path-storage local-path-provisioner-7745554f7f-4r812

H
g
PEENEELRPPRREE®®®

REST APIs for K9s
DevOps teams (CAPI)
(Infra-as-Code)
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How does it look? (Operator perspective)

S e A O a8 osism.de

£+ Most Visited Mm Garloff-Cloud .= FilesSCS ¢ CoYo [l] BMWi- GAIA-X «» GAIA-X Core - GitLab PlusServer | Login github SCS & OSBA O|

Some services like phpMyAdmin or OpenStackClient will still run afterwards.

Webinterfaces
. Name URL Username Password
File Edit View History Bookmarks To Help
ARA http://192.168.16.5:8120 Dashboard -1 X Usage — M 1 X testbed-man= X @ Problem load/ X @ Problem load: X (D Problem load/ X = Dex x @ Problem loadi X @ Welcome to
Ceph http:/192.168.16.9:7000 c @ > A 192168165
O i £¥ Most d M Garloff-Cloud FilesSCS ¢ CoYo [EJBMWi- GAIA-X &» GAIAX Core - Gitlab -} PlusServer | Login ~ githubSCS 4w OSBA Owncloud @ Murals ~ SKK-BN & FRITZIBox v LBAUAS > [3 Other Bookmarks
Cockpit https:#/192.168.16.5:8130 B O e test e —— e 00
N . estbed-manager.osism.tes I3 st 6min
Horizon http:/192.168.16.9 >
Deployment
Keycloak http:/192.168.16.5:8170
Netdata
Wireguard Kibana http://192.168.16.9:5601
Change versions Netbox http:/192.168.16.5:8121
Deploy services
Update services Netdata http:/192.168.16.5:19999
Upgrade services
. Patchman http:/192.168.16.5:8150
Purge services
Webinterfaces Skydive http:/192.168.16.5:8085

Tools phpMyAdmin

http:/192.168.16.5:8110

Recipes
£+ Most Visited M Garloff-Cloud = FilesSCS ¢ CoYo [ BMWi-GAIA-X «» GAIAX Core - GitLab - PlusServer | Login github SC

AzuuL
Zuul

Status Pro . Labels Nodes Buildse

YJob ~  Filterby Job Q

£ Job @ Project ¥ Branch = Pipeli.. < Change ® Dur... Start time M@ Result

X markdownlint SovereignCloudStack/zuul-sandbox main gh_post a6fe9de Z 20secs 2021-08-1712:45:29 RETRY_LIMIT
SovereignCloudStack/zuul-sandbox main gh_post a6feode © 19 secs 2021-08-17 12:45:09
SovereignCloudStack/zuul-sandbox main gh_post a6feods Z 20secs 2021-08-1712:44:39

+ demo-job SovereignCloudStack/zuul-sandbox main gh_post a6fe9ds Z 15 secs 2021-08-1712:44:39 SUCCESS
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How does it look? (Operator perspective

Bookmarks Tools Help Bookmarks  Tools ~ Help

M Testbed d ® ara | Play

Dashboard - Nextcloud SCSX  Usage — OSISM Testbed d Problem loading page X @ Welcome to Keycloak % ® ora | Playbook reports.

192.168.16.5

CcC @ 1

™ Garloff-Cloud SCs < covo [EM X & GAIAXCore- Gitlab - PlusServer | Login  githubSCS . OSBA Owne € s BN & FRITZIBox v LBAUAS > [ Other Books

= Garloff-Cloud c Covo IBMWi-GAIAX &» GAIAX Core - Gitlab - PlusServer | Login  githubSCS . OSBA Owncloud @ Murals  SKKBN 5 FRITZE

Playbooks  He entation  About

RA Welcome to Keycloak
1-33 of
Status Report Date Duration Hosts Tasks Results Ansible Controller Name (or path) Labels
&,} Administration Console > @ Documentation > & Keycloak Project >
@ 17 Aug 2021 12:15:02 +0000 00:00:18.31 3 12
Centrally manage all aspects of the User Guide, Admin REST AP! and Javadocs

Keycloak server

2 Mailing List >
21 11:27:04 0000

21 11:26:50 +0000 it Report an issue >

W Problem loading page X ak Create index pattern <Elas:x @ ara
[ BMWi - GAIAX 4 GAIA-X Core - GitLab |- Plu: ud @ Mural

erver | Login  github SCS @Murals  SKKBN & FRITZ Hf netbox  Organization ~  Devices - IPAM - Vintualization r+ Secrets ~  Other = < n 2 -

patterns | Create index pattern £ Configure | [ JLEE]

Device Roles

O Name Devices VMs.

Circults ~

Help us improve the Elastic Stack VM Role

Tolearn about how usage data helps us manage and improve our products and services, see our Privacy Statement. To stop collection, disable usage data here.

Dismiss

Color
Geph control node o o v =
A

)
O Ceph resource node o 0 v - o)
duana D Compute node 0 o L v — [o)
Index Patterns Create index pattern
Saved Objcts ! Control node o o —= v - S
it An index pattern can match a single source, for example, filebeat-4-3-22 , or multiple data sources, filebeat-+
Read documentation
Generic node 0 o | v - o]
O Manager node 0 o | v = o}
Step 1 of 2: Define an index pattern
Monitoring | = D
e v sl ) B 4 o
Nextstep > Network node 0 o =] v = o) o
X Include system and hidden indices
50 |perpage
Your index patter can match your 1 source.

ing 1-8 of 8

fl0g-2021.08.17 index.

Rows per page: 10
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How is it developed?

Upstream communities

OIF: OpenStack, kolla-ansible, kayobe, zuul, ...

CNCF: kubernetes, helm, harbor, openstack-capi-provider
LF: Linux, KVM, ceph, ...

OSISM: Integration, Ops tooling (https:/github.com/OSISM/)
SCS community

* https:/github.com/SovereignCloudStack/Docs
https://scs.community/docs/contributor/

* Contributions from providers, users, volunteers

* |P policy (Various FOSS licenses, Four Opens, DCO)

* Paid development via public tenders (BMWi funded): https:/scs.community/Tender/
* Development performed in agile teams coordinated by POs (@OSBA)

* Align with upstream and contribute back

Collaboration

* Weekly sprints: Sprint reviews, backlog refinement, sprint planning via weekly VC (Jitsi)
* Weekly team call (Thu afternoon, SCS Jitsi)

* Taskboard (nextcloud deck, trello-like)

* Github: Reviews, PRs, Issues

* Mailing list


https://github.com/SovereignCloudStack/
https://scs.community/Tender/

How to get started? How to join?

Test testbed ...

Virtual deployment of SCS for testing, exploring, demos, Cl, ....
* You need access to a reasonably vanilla OpenStack
* OR:You can helps us port the terraform recipes to VMware, AWS, ...

* Ask questions, raise issues, submit PRs (with DCO)
Contribute upstream
Join the SCS community

Become a regular contributor ...

Onboarding call to understand interests, needs, skills, contribution areas ...
Participate in team call (Thu 15:00 CEST) and sprint reviews (Mon afternoon)
Onboarding to nextcloud and mailing lists

Participate in tenders

Use SCS

Create production setups for internal usage or as public clouds

* Support available via partners (e.g. osism.tech)

* Certification conformance tests in development

Develop apps/services for SCS container/cloud platform (preferably with k8s operators)
Become skilled to offer services around SCS (partner certification program in preparation)

OSB&:res:

Bundesverband fir digitale Souveranitit e.V.

*
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Discussion

Pilot project / Proof-of-concept

GAIA-X: https://gaia-x.eu/
SCS Project: https:/scs.community/
Gonicus: https:/gonicus.de/

EMail: project@scs.sovereignit.de, garloff@osb-alliance.com

GONicU>

PIONEERS OF OPEN SOURCE


https://gaia-x.eu/
https://scs.community/
https://gonicus.de/
mailto:project@scs.sovereignit.de
mailto:garloff@osb-alliance.com
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